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1 INTRODUCTION

1.1 IATE-CVT PROJECT

This dissertation is a contribution to the IATE-CvT project, which is a cooperation between
CvT and the European Commission. As explained on the CvT website, “the aim of the IATE-
CvT project is to contribute to specific domains of the EU’s multilingual term base IATE on

the basis of in-depth research into restricted sets of concepts.”*

The project was created in 2010 and was originally only available for students of Ghent
University. However, since 2015 it has been part of a larger project that involves several other
Dutch and Flemish universities, as well as some institutional translation services. It is a possible
theme for the dissertation of master students and can optionally be combined with a

corresponding internship.

As one of the students who are contributing to the IATE-CVT project this academic year, | have
done research on eleven concepts relating to cybercrime. This dissertation describes the
justifications for the choices that were made to obtain the final results. It is hoped that those

results will be entered in IATE after validation.

1.1.11ATE

IATE? is short for InterActive Terminology for Europe and is the multilingual terminology
database for all EU institutions. It was created in 1999, but did not immediately become
operative. All former terminology databases of all EU institutions were merged into this one
database. The aim of IATE is to share specific terminology in all EU languages to promote

standardisation in the EU institutions.

There are two versions of the IATE website: a public and a private one. This means that not all
information is available to the general public. However, the public version is still a very useful
tool to search for a trustworthy technical translation. The private website has been in use since
2004, while the public interface was only released in 2007.

1 http://www.cvt.ugent.be/iate-cvt.htm
2 http://termcoord.eu/iate/about-iate/



http://www.cvt.ugent.be/iate-cvt.htm
http://termcoord.eu/iate/about-iate/

IATE does not only suggest possible translations. If all information is available, it can also
provide a definition, example contexts in which the term is used, remarks on spelling or usage

etc. Each translation also has a rating to indicate the confidence level.

1.1.2 CvT

CvT? is the Terminology Centre of Ghent University and was founded within the Department
of Translation, Interpreting and Communication. It uses GenTerm as a method to record and
store terminographical data. All the data of a concept are gathered in one term record, which is
in accordance with the principle of concept orientation (Chan, 2014, p. 654). This principle
divides the term record in three different levels: an entry level, an index level and a term level.
Concept orientation is part of the 1ISO standards for terminology and is also implemented in
IATE.

The term record used for the IATE-CvT project is partly based on the GenTerm record, and
partly on the IATE record. Some of the fields | had to fill in are not used for IATE, but only for
GenTerm. Since the final results of the terms will not only be entered into the IATE term base,
but also into the GenTerm term base, it was necessary to merge these two records and fill in all

fields when possible.

1.2 TERMINOLOGY

Terminology is of paramount importance to the linguistic field. Protopopescu (2013) states that
terminology developed out of the need to identify and name things. This is certainly true, and
probably remains the main reason for creating new vocabulary. There is a basic need to name

each concept that exists in every language.

Eugen Waster is generally seen as the founder of a theory of terminology. In this context, Cabré
(2003) comments that Wister gave himself three tasks: developing standardised international
principles to describe and record terms, formulating general principles of terminology and
founding an international terminology centre (Infoterm). The first two goals are still relevant
for the development of terminology today. However, creating consistencies and a sort of

international standardization will never be fully possible. In certain domains the terminology is

3 http://www.cvt.ugent.be/index.htm
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so country-specific, that translating those terms into another language or even finding an
equivalent can lead to serious problems. For example, in the domain of education there exist

“inconsistencies in different texts of different levels” (Vandewaetere, 2014, p. 13).

It is also important to note that terminology does not represent general language, but evolves
around specific jargon used in specific fields, such as the technical, medical or juridical field.
In order to function in a certain type of field, it is necessary to understand the corresponding

terminology.

1.3 TOPIC AND CONCEPTS

The concepts discussed in this dissertation are all related to cybercrime, a topic that is very
relevant nowadays due to the continuous technological advances. After consulting Prof. Dr.
Buysschaert, eleven concepts were chosen and discussed for three languages: English, Dutch

and Spanish. The eleven terms are the following:

CCIRC

command-and-control centre

computer crime

Computer Security Incident Response Team (CSIRT)
hacktivism

hashing

zombie

DDoS attack

booter service

© 0 N o g B~ w DN PE

10. steganography
11. DKIM

Each of these concepts is thoroughly discussed in section 2. Furthermore, the records of these
terms can be found in the appendix. To indicate the changes in the records, different colours
were used. If the text is not highlighted, the information was already present in IATE and was
not altered. If certain fields are yellow, it means that the information is new. For concepts that
are completely new IATE entries, only the IATE number at the beginning of the record was
put in yellow. This indication is clear enough to show that all the fields contain new



information. If fields are highlighted in green, the information was replaced, for example by a

more recent source.

1.4 MOTIVATION

Storing terminological data is important to gain information and insight into a certain field. It
facilitates the communication between specialists of the field and helps to make vocabulary
more detailed instead of keeping terms vague.

This sort of research also helps to control the information explosion on the internet. Fields that
are rapidly expanding create new terms on a regular basis and do not wait to use them until a
valid translation is established. This can result in the co-existence of various terms for one

concept, which makes it very hard to maintain a clear overview of the available information.

Cybercrime is a field that is largely and rapidly expanding in recent years due to the continuous
technological advances. It is therefore important to keep storing and recording new concepts in
order not to get lost in a sea of information. This dissertation’s aim is to contribute to this aspect
by collecting data for new terms or consolidating information of terms that are already present
in IATE.

English is clearly the dominant language in the field of cybercrime. It can be said that all new
concepts in this field emerge as English terms and are very often known under the same name
in many other languages. In addition, Graddol (2006) claims that English has become a global
lingua franca and is often seen as a basic skill instead of a foreign language. Consequently,
people are no longer surprised to see an English term appear in the midst of another language.
Other languages, including Dutch and Spanish, tend to stay behind. Due to the speed with which
new terms occur, most languages simply copy the English term at first, and sometimes create
an equivalent in their own language later on. In this context, this thesis will also try to determine
whether there is domain loss for Dutch or Spanish in the area of cybercrime. (For the concept

of domain loss, see Ferguson, 2007).

1.5 METHODOLOGY

The process implemented to determine the appropriate information for each term was always
the same. Firstly, it was checked whether the term was already present in IATE. If this was the



case, then the research was based on the information that was already present. This information
could give a clear overview of the number of synonyms or of the validity of the sources. If the
term did not yield any results in IATE, | had to begin the research without any information as

a starting point.

The next step was to search for an English definition that would fit the concept. Therefore,
Google and Google Scholar were used to find appropriate websites that contained a definition.
Sometimes, EUR-Lex* was also used, but most documents there were only relevant as contexts
and did not contain definitions. Once | understood the concept completely, the different sources
were compared and it was decided what the best definition was. In some cases different
definitions were merged together to be complete, or a piece of information was left out when it

was considered redundant.

Thirdly, possible synonyms were considered. Most of the time | had already discovered those
while doing the initial research. However, it was always double-checked whether there existed
more. This was done by simply typing synonyms “term X” for example, or by consulting

additional websites related to the topic.

While the English information was being gathered, the commentary part was written and the
IATE-CVT records were filled in. Every decision made was scientifically explained in the
commentary part. However, most of the time filling in the records required much more time,
since each synonym of a term needs a separate term level record. Finding adequate sources for
the context field, where the term was clearly and comprehensively used in a sentence, was not

always easy.

Once the English information had been dealt with, Dutch equivalents were considered. If IATE
already suggested Dutch synonyms, those were consolidated and checked for validity. If not,
EUR-Lex was always the first source to consult. Very often, a text in EUR-Lex is present in
various EU languages. When a term was found in an English document, EUR-Lex’s
multilingual display was used to show the translation of the same text in the other languages,
which makes it very easy to check which term is used in another language. Apart from EUR-
Lex, traditional translation sources such as Van Dale, Linguee and Glosbe were also considered.

When none of the sources mentioned above vyielded results, 1 sometimes had to invent

4 http://eur-lex.europa.eu/homepage.html
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neologisms and try those in Google. As was the case for English, once the required information

was gathered for Dutch, the commentary was written and the records were filled in.

Subsequently, the same process was repeated for Spanish. Very often there were clear

similarities between the steps | had to take for all three languages.

2 DISCUSSION

2.1 CCIRC (ADPO1)

CCIRC CCIRC

Canadian Cyber Incident Response Centre Canadian Cyber Incident Response
Centre
CCIRC

Centro Canadiense de Respuesta a
Incidentes Cibernéticos

Canadian Cyber Incident Response

Centre

The abbreviation CCIRC and its full term Canadian Cyber Incident Response Centre are not
yet present in IATE and also did not render any results in EUR-Lex. This might be because it

refers to a Canadian context and EUR-Lex focusses on texts from European contexts.

2.1.1 Definition of the English term

The abbreviation CCIRC has various meanings, but by combining CCIRC with the additional
word “cyber” in a Google search, | found the official website on public safety in Canada, which
defines CCIRC as follows:
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CCIRC helps ensure that many of the services which Canadians rely on daily are
secure. It assists in securing the vital cyber systems of provinces, territories,
municipalities and private sector organizations while collaborating closely with
partners, including international counterparts and information technology vendors.
(Canadian Cyber Incident Response Centre (CCIRC). Public Safety Canada®.)

Cappa, M. & Donelson, P. (2012, p. 20) thereby add that the CCIRC only advises on possible
solutions and exercises control of cyber threats. Based on these two sources, the following
definition was created: “Canadian government institution that provides advice on cyber security

and monitors cyber threats”.

2.1.2 Dutch terms

| assumed | would not find many resources in other languages, since this term is very country-

specific. There is a Wikipedia page about CCIRC, but it only exists in English.

In search of a Dutch translation, the English name was entered in Google and Google Scholar
together with site:.be and site:.nl. However, most of the results still appeared in English.
Furthermore, the numbers were never higher than 10 and are therefore too low to be considered
reliable. Using Google’s language filter, “CCIRC” yields 194 results on Dutch sites in Google,
but many of those appear to be irrelevant. The full term “Canadian Cyber Incident Response

Centre” only yields 45 results.

Accordingly, a Dutch translation for CCIRC was not found. | also googled for potential
translations of the full term such as “Canadees Cyber Incident Response Centrum” or
“Canadees Respons Centrum voor Cyberaanvallen”, but all came up with very little to no
results. The term is probably too country-specific to appear in a respectable number of Dutch
texts and, as a consequence, it has to be concluded that no Dutch translation exists. The best
solution, then, will be to keep the English term in Dutch texts. As Maxwell (2006) states, Dutch
is a language which easily accepts English words and this is a case where this rule may be

applied.

2.1.3 Spanish terms

In search of a Spanish translation I similarly entered the Centre’s name in Google and Google

Scholar, adding site:.es. Very few to no results were found. One of the (few) resulting hits also

5 http://www.publicsafety.gc.ca/cnt/ntnl-scrt/cbr-scrt/ccirc-ccric-en.aspx
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mentioned a Spanish equivalent for CCIRC, which | used for further research. Various

possibilities exist, most of which are not used in governmental or scientific contexts.

Google, Spanish sites

“Centro de Respuesta a Ciberincidentes de | 1
Canada”

"Centro Canadiense de Respuesta a |2

Incidentes Cibernéticos"

"Centro Canadiense de Respuesta de |4
Incidentes Cibernéticos"

"Centro Canadiense de Respuesta a los |7

Incidentes Cibernéticos"

"Centro Canadiense de Respuesta a |77

Ciberincidentes"

To decide which one of these possibilities is the best translation, the difference between
“Incidentes Cibernéticos” and “Ciberincidentes” was determined. Both are used in
governmental contexts, but “Incidentes Cibernéticos” is often found in the phrase “Centro
Nacional de Respuesta a Incidentes Cibernéticos”, a Mexican government agency (cf.

http://sequridad2012.politicadigital.com.mx/pdf/03.pdf) while “Ciberincidentes” does not

yield any results for “Centro Nacional de Respuesta a Ciberincidentes”. It appears much more
in the combination “Gestion de Ciberincidentes”, but even then, “Gestion de Incidentes

Cibernéticos” is more frequent.

Google, Spanish sites

"Centro Nacional de Respuesta a Incidentes | 1,960

Cibernéticos"

“Centro  Nacional de respuesta a |0

Ciberincidentes"

“QGestion de Ciberincidentes” 761

“Gestion de Incidentes Cibernéticos” 1,150
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Furthermore, this research also confirmed that the preferred preposition is “a” and not “de” or
“alos”, since “de” and “a los” yield very few to no results in combination with “Centro Nacional
de Respuesta”. To keep the parallel, | would therefore opt for Centro Canadiense de Respuesta

a Incidentes Cibernéticos, even though this phrase has the least results in Google.

The Canadian government’s term bank Termium has English, French and Spanish but it lists
no Spanish equivalent of Canadian Cyber Incident Response Centre. It does list the official
French translation: Centre canadien de réponse aux incidents cybernétiques, abbreviated as
CCRIC, which slightly differs from the English abbreviation CCIRC®. The suggested Spanish
translation is close to this French model and bears a strong analogy with the name of an existing

Mexican counterpart.

It was also worth checking whether the English terms CCIRC and Canadian Cyber Incident
Response Centre are used in Spanish texts. “CCIRC” yields 2,400 hits on Spanish sites in
Google and 23 in Google Scholar. However, all 23 results in Google Scholar do not relate to
the context of cybercrime and can therefore not be taken into account. Even so, the abbreviation
CCIRC can be considered a valid synonym in Spanish. The full English term “Canadian Cyber
Incident Response Centre” yields 367 results on Spanish sites in Google and 1 in Google
Scholar. This is not much, but since the English abbreviation is also accepted, it can be seen as

a valid equivalent. However, the Spanish translation should be promoted over this English term.

2.2 COMMAND-AND-CONTROL CENTRE (ADP02)

command-and-control server commando- en controleserver

command-and-control centre commando- en controlecentrum

C&C server command-and-control server

C&C centre command-and-control centre
C&C-server

centro de comando y control
centro de mando y control
servidor de comando y control
servidor de mando y control
servidor C&C

6 http://www.btb.termiumplus.gc.ca/tpv2alpha/alpha-
eng.html?lang=eng&i=1&srchtxt=Canadian+Cyber+Incident+Response+Centre+&index=alt&codom2nd_wet=1
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Command-and-control centre is not yet present in IATE, but it does yield some results in EUR-

Lex.

2.2.1 Definition of the English term

In CELEX:52010PC0517 the concept is described as follows:

The term 'botnet’ indicates a network of computers that have been infected by malicious
software (computer virus). Such a network of compromised computers (‘'zombies’) may
be activated to perform specific actions, such as attacking information systems (cyber
attacks). These 'zombies' can be controlled — often without the knowledge of the users
of the compromised computers — by another computer. This 'controlling’ computer is
also known as the ‘command-and-control centre'. (EUR-Lex’)

In addition, Stephen (2010) states that “the botnet’s command-and-control center is used to
send instructions to zombie computers, often over http or with more modern methods such as

P2P and social networks”.

In the latter source, centre has changed into center, due to American spelling. This spelling
predictably yields a higher number of results on the internet, but as the term will be added to a
European term base, | chose to keep the British spelling as the preferred one. A new definition
was created based on the sources mentioned above: “computer that controls and sends

instructions to zombies, for example to attack information systems”.

Other collocations with command-and-control include command-and-control server,
command-and-control channel and command-and-control traffic. Of these, command-and-
control server may be regarded as a synonym of command-and-control centre, as it also refers
to the computer that controls the compromised computers. Radware® defines command-and-
control servers as “centralized machines that are able to send commands and receive outputs of
machines part of a botnet”, which is very similar to the definition of command-and-control

centre.

To decide which one of the two terms is preferable, | compared their frequency in Google and
Google Scholar, adding “malware” to the search entry to avoid results from a military context,

although this risk is minimal in the case of the compound with server.

7 http://eur-lex.europa.eu/legal-content/EN/T XT/?qid=1462823522784&uri=CELEX:52010PC0517
8 https://security.radware.com/ddos-knowledge-center/DDoSPedia/command-and-control-server/
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15

Google, English sites Google Scholar, English sites
“command-and-control 3,060 57
centre” “malware”
“command-and-control 57,700 979
server” “malware”
“command-and-control 87,900 1,080
server”’

Since command-and-control server has significantly more hits than command-and-control

centre, it can be argued that command-and-control server is the preferred term.

Alternative spellings without the hyphens are regularly found on the internet. Since the
compound expresses one idea, it is preferable to write it with the hyphens, though nowadays
the spelling without the hyphens is not incorrect (cf. rule 1 in

http://www.grammarbook.com/punctuation/hyphens.asp). For example, some documents in

EUR-Lex write command-and-control centre with hyphens, others without. It is important,

however, to be consistent within the same text.

Command-and-control is also very often abbreviated to C&C. The corresponding compounds
C&C server and C&C centre both yield numerous results in Google. Accordingly, those terms
should be considered additional synonyms.

2.2.2 Dutch terms

2.2.2.1 Equivalents for command-and-control centre, command-and-control server

In EUR-Lex, four out of the six available documents in Dutch translated command-and-control
centre as commando- en controlecentrum. The original English term was copied in the other
two Dutch sources and put between quotation marks. However, none of the documents that
translated the term as commando- en controlecentrum are related to computer science, but to
military contexts instead. To see whether these translations are also used outside military

contexts, | googled them. Again, “malware” was added to the search entry.

Very few hits were found for both Dutch equivalents mentioned above. There are 9 Google

2 ¢C

results for “commando- en controlecentrum” “malware” (and a further 7 hits with the wrong

spelling commando en controle centrum). 8 hits are found for “command-and-control centre”


http://www.grammarbook.com/punctuation/hyphens.asp
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“malware” used in Dutch sites and 125 for “command-and-control center” “malware”, again in
Dutch sites. To be sure the addition of “malware” was not the problem, | tried the search entries

in combination with another noun, “botnet”. However, this results in even fewer hits.

Even though commando- en controlecentrum is more common in military contexts (cf. 201
Google hits for “commando- en controlecentrum” +militair), it is likely also to be acceptable in
computer science. In English, too, command-and-control centre is used in both contexts, and
there was no need to create another term to distinguish the two meanings. Furthermore, it is a
literal translation of the English term and probably easy to understand or look up for speakers
of Dutch. Although the use of the English term in Dutch texts is more common, it is clear that
a Dutchified version is also in use and should be promoted. Therefore, commando- en
controlecentrum has been chosen as a valid translation and the preferred term, and command-

and-control centre as an accepted synonym.

Since command-and-control server is a common synonym in English, it was worth checking if
commando- en controleserver is a possible alternative in Dutch. This appears to be the case.
Google gives 8 hits with the correct spelling in Dutch sites and a further 43 in which the spelling
deviates from the norm (e.g. commando en controle server, commando en controle-server;
though in 3 of these hits commando en controle is an expansion in brackets of C&C). Again,
this makes the compound with server the more common one in comparison with the variant

with centrum.

A further alternative is to use the English term command-and-control server in Dutch. This
solution is found in CELEX:52011DC0225/NL and is also very common on the internet:

Google, Dutch sites Google scholar, Dutch sites
“command-and-control 846 7
server” “malware”
“command-and-control 1,160 23
server”

During the research | also came across command en controlserver, which is a mixture of English
and Dutch. This yields 123 results in Google. However, it is not advisable to use such a hybrid

term.
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The conclusion at this point is that commando- en controleserver may be regarded as the
preferred Dutch equivalent, with commando- en controlecentrum and the two English terms as

synonyms.

2.2.2.2 The abbreviation C&C

The abbreviation C&C is also used in Dutch. According to the Dutch spelling rules, the
corresponding compounds should be written with a hyphen: C&C-centrum and C&C-server.
However, there were not enough results in Google to consider C&C-centrum an acceptable
synonym, and the English C&C centre also appears not to be used in Dutch. C&C-server, on
the other hand, results in 1,250 hits and could be used as a synonym. Considering the findings
in the section above, this is a logical consequence. Amongst the results in Google, there are
several sources in which C&C-server is written without a hyphen, but that is not the correct

spelling (cf. rule 6.H in http://woordenlijst.org/leidraad/6/3).

2.2.3 Spanish terms

2.2.3.1 Equivalents for command-and-control centre, command-and-control server

Five documents in EUR-Lex were available in Spanish. Three of them translated command-
and-control centre as centro de mando y control, while the other two used centro de direccion

y control. Both options were compared in Google and Google Scholar.

Google, Spanish sites Google Scholar, Spanish
sites
“centro de mando y control” | 121,000 56
“centro de direccion y |7 13
control”

From these results, it appears that only centro de mando y control should be seen as a valid

synonym.

However, “mando” has numerous meanings in Spanish and might cause some confusion.
Centro de mando y control is more common in military and national security contexts, even

though it is acceptable to use it in relation to technology. In order to obtain results that are only
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related to computer science, 1 googled “centro de mando y control” in combination with
“ordenador” (Spanish for “computer”). This results in 53,400 hits in Google and 14 in Google
Scholar.

In search of an alternative, | tried switching mando with comando, the literal Spanish translation
for “command”, which is only used in contexts relating to computer science. Consequently,
“centro de comando y control” yields 59,800 results in Google and 54 in Google Scholar, which
is slightly more than centro de mando y control. Centro de comando y control is therefore the

preferred term.

Since in the other two languages synonyms with server exist, | searched for a possible Spanish
equivalent in CELEX:52011DC0225/ES, which suggests servidor de mando y control. This
term vyields 6,330 results in Google. However, keeping the previous section in mind, | also
googled servidor de comando y control, which results in 6,420 hits. Both terms clearly appear

less than their equivalents with centro, but could be considered valid synonyms.

2.2.3.3 The abbreviation C&C

The abbreviation C&C is also used in Spanish, but the word order is reversed, which means
that the corresponding Spanish compounds are servidor C&C and centro C&C. Centro C&C +
“ordenador” yields only 5 results in Google and 0 in Google Scholar, which makes it not an
adequate synonym. Servidor C&C, on the other hand, did result in an acceptable number of
hits: 1,710 in Google and 13 in Google Scholar.

2.3 COMPUTER CRIME (ADPO03)

cyber crime cybercriminaliteit

computer crime computercriminaliteit

e-crime digitale criminaliteit

digital crime e-criminaliteit

high-tech crime high-tech-criminaliteit
computer-related crime computergerelateerde criminaliteit

ciberdelincuencia

delincuencia informatica
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delincuencia de alta tecnologia
delincuencia digital

delincuencia relacionada con los

ordenadores
computer crime computermisdrijf
computer-related crime computerdelict

computermisdaad
computergerelateerd misdrijf

computergerelateerd delict

delito informético
ciberdelito

delito cibernético

There are two different IATE entries about computer crime (IATE895987 and IATE755117),
which differ slightly in meaning. One considers computer crime in a very broad sense and is an
uncountable noun, while the other narrows it down to crimes where the computer is the object

of the violation and is thus countable. Both concepts will be discussed separately.

2.3.1 IATE895987

2.3.1.1 Definition of the English term

IATE895987, the broader concept, is defined as “offences against and by means of computers,
including computer frauds, cyber-attacks, electronic payment frauds, online child pornography,
and others”. This definition seems to be correct, but the document on which it is based is no
longer available. Therefore, | searched a similar report on the website of the Council of Europe
on cybercrime® and found one easily. The definition remained the same, but is now based on a

different and more recent source.

9 http://www.coe.int/web/cybercrime/all-reports



http://www.coe.int/web/cybercrime/all-reports
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A large number of synonyms for computer crime are enumerated in IATE: e-crime, cybercrime,
digital crime, computer crime and computer-related crime. | googled the frequency of all of
these terms in English pages.

Google, English sites Google Scholar, English sites
“e-crime” 263,000 3,440
“cybercrime” 7,080,000 29,400
“digital crime” 140,000 24,300
“computer crime” 505,000 30,300
“computer-related crime” 42,200 3,630

As can be seen, the synonyms do not appear in the correct order in IATE. Cybercrime is
undeniably the preferred term, followed by computer crime, e-crime, digital crime and

computer-related crime.

During the research | encountered another alternative, high-tech crime. This synonym was
found in CELEX:52007DC0267. It yields 187,000 results in Google and 2,280 in Google
Scholar. High-technology crime, without the abbreviation, results in fewer hits (28,900 in
Google and 727 in Google Scholar), which shows that it is preferable to use the spelling with
the abbreviation.

2.3.1.2 Dutch terms

The link to the current Dutch definition in IATE does no longer work. Therefore, it was replaced
by a new one, based on the English definition: “misdrijf dat gepleegd wordt met behulp van of

tegen computers, inclusief computerfraude, cyberaanvallen, kinderpornografie etc.”.

IATE suggests three different synonyms: cybercriminaliteit, computercriminaliteit and
computergerelateerde criminaliteit. These are correct terms, in accordance with the definition.
However, since the English concept has more possible synonyms, | wanted to check whether
there are other Dutch equivalents as well. E-criminaliteit yields 778 results in Google and 13 in
Google Scholar. There are also two sources in EUR-Lex which use the term. Moreover, digitale
criminaliteit yields one source in EUR-Lex and appears to be used frequently on the internet
(cf. 5,050 results in Google and 24 in Google Scholar). Ultimately, high-tech-criminaliteit
yields 9 hits in EUR-Lex, 613 in Google and 8 in Google Scholar. A further total of 420 results
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in Google was found for wrong spellings such as high-techcriminaliteit, high-tech criminaliteit
and hightechcriminaliteit. Given these results, e-criminaliteit, digitale criminaliteit and high-
tech-criminaliteit could be considered acceptable synonyms for cybercriminaliteit,

computercriminaliteit and computergerelateerde criminaliteit.

To determine the preferred term, the synonyms were compared in frequency.

Google, Dutch sites Google Scholar, Dutch sites
“cybercriminaliteit” 68,600 172
“computercriminaliteit” 42,200 383
“digitale criminaliteit” 5,050 24
“e-criminaliteit” 778 13
“high-tech-criminaliteit” 613 8
“computergerelateerde 288 7
criminaliteit”

It is obvious that cybercriminaliteit and computercriminaliteit are the most common synonyms.

The four other terms are correct, but do not nearly appear as much.

2.3.1.3 Spanish terms

The current definition in IATE is

1. Actividad delictiva realizada a través de Internet o utilizando medios tecnoldgicos.
Abarca los siguientes tipos delictivos:

i. Delitos contra la integridad, confidencialidad y disponibilidad de los datos y sistemas
informaticos.

ii. Delitos relacionados con la pornografia infantil.

iii. Delitos de amenazas y contra el honor.

iv. Defraudaciones en Internet y en el mercado de las telecomunicaciones.

v. Delitos relativos a la propiedad intelectual e industrial en Internet.

(computer crime, IATE?)

In comparison to the definitions in English and Dutch, this one is more detailed and contains

more examples. It would be better to only enumerate a few and add “etc.”, so as not to exclude

10

http://iate.europa.eu/SearchByQuery.do?method=searchDetail&Ililld=895987&langld=&query=computer%?20cri
me&sourceLanguage=en&domain=0&matching=&start=0&next=1&targetLanqguages=es&targetLanguages=nl



http://iate.europa.eu/SearchByQuery.do?method=searchDetail&lilId=895987&langId=&query=computer%20crime&sourceLanguage=en&domain=0&matching=&start=0&next=1&targetLanguages=es&targetLanguages=nl
http://iate.europa.eu/SearchByQuery.do?method=searchDetail&lilId=895987&langId=&query=computer%20crime&sourceLanguage=en&domain=0&matching=&start=0&next=1&targetLanguages=es&targetLanguages=nl
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any possible cases. Furthermore, all this information could not be found in the enclosed
reference. Based on the references of the definitions in the other languages, | changed the
Spanish definition into “actividad delictiva realizada en contra de o a través de ordenadores,

como por ejemplo la pornografia infantil, la defraudacion, delitos de amenazas etc.”.

As was the case for the Dutch entry, there are three given translations: ciberdelincuencia,
delincuencia informéatica and delincuencia relacionada con los ordenadores. These are
plausible translations, but since there are more equivalents in English and Dutch, | wanted to

verify if this was the case for Spanish as well.

E-delincuencia and high-tech delincuencia do not vyield sufficient results. However,
delincuencia de alta tecnologia, which is the literal Spanish translation of high-tech
delincuencia, did result in 4,520 hits in Google and 29 in Google Scholar. Delincuencia digital
also yields enough results (cf. 1720 in Google and 9 in Google Scholar), albeit less than

delincuencia de alta tecnologia.

Google, Spanish sites G_oogle Scholar, Spanish
sites
“ciberdelincuencia” 245,000 562
“delincuencia informatica” 26,300 664
“delincuencia de alta | 4,520 29
tecnologia”
“delincuencia digital” 1,620 9
“delincuencia  relacionada | 455 4
con los ordenadores”

2.3.2 IATE755117

2.3.2.1 Definition of the English term

IATE755117 is defined as an “illegal act in which a computer is the instrument or object of the
crime”. It relates to a criminal offence and not the activity in general. This definition is correct

and does not need to be altered.
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There are two terms for this concept: computer crime and computer-related crime. Those are
the only two that specifically involve using a computer. Computer crime is more common and
therefore the preferred term.

2.3.2.2 Dutch terms

The Dutch definition for IATE755117 is “misdrijf met een computer als instrument of
voorwerp”, which is a literal translation of the English definition and therefore also correct.
Likewise, there are two suggested terms that fit this definition: computerdelict and
computergerelateerd delict. Interestingly, in Dutch the difference between the two meanings of
computer crime is clearer, since another noun is used to translate “crime”. Therefore, there is

less possible confusion about the intended meaning in Dutch.

To achieve a reliable comparison, the terms in this meaning need to be compared as countable
nouns to exclude the general meaning of cybercrime. Google yields only 263 results for “een
computerdelict” and 1 result for “een computergerelateerd delict ”. Due to that low number of
results, I tried combining the first part of the compound with two Dutch synonyms of delict:
misdrijf and misdaad. However, there is a difference in the legal vocabulary used in Belgium
and the Netherlands, and consequently in when to use misdrijf or misdaad. More specifically,
misdaad is not an official legal term in the Netherlands. Even so, Taaladvies!! states that in
non-specific, everyday language both terms can be used in both countries. The difference is that
misdrijf is more formal than misdaad. Accordingly, “een computermisdaad” yields 72 hits in
Google, while “een computermisdrijf” yields 214. Moreover, “een computergerelateerde

misdaad” results in 0 hits, while “een computergerelateerd misdrijf” results in 8 hits.

Furthermore, Taaladvies states that delict is only used in the Netherlands, which might explain
the low number of results. To corroborate that statement, I googled “een computerdelict”
site:.be, which only yields 2 hits. “Een computerdelict” site:.nl yields 229 results. Therefore, it
is probably safe to say that computerdelict is a typical term for the Netherlands, but not for
Belgium.

At this point, the conclusion is that computermisdrijf is the preferred term, acceptable in both
Dutch-speaking countries. Computermisdaad and computergerelateerd misdrijf are acceptable,
but less used synonyms, and computerdelict and computergerelateerd delict are synonyms that
are only used in the Netherlands.

11 hitp://taaladvies.net/taal/advies/vraag/551/misdaden _misdrijven tegen _de mensheid menselijkheid/



http://taaladvies.net/taal/advies/vraag/551/misdaden_misdrijven_tegen_de_mensheid_menselijkheid/
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2.3.2.3 Spanish terms

IATE755117 suggests the following definition: “Delito cometido a través de los sistemas de
informacidn o contra estos”. However, there seems to be a problem with the use of “sistemas
de informacion”, which means “information system”. In CELEX:32013L0040 the following

definition of an information system can be found:

a device or group of inter-connected or related devices, one or more of which, pursuant
to a programme, automatically processes computer data, as well as computer data
stored, processed, retrieved or transmitted by that device or group of devices for the
purposes of its or their operation, use, protection and maintenance; (EUR-Lex?)

This definition shows that sistema de informacion should not be used here. In accordance with
the definitions in English and Dutch, it is better to change it to ordenador (“computer” in
English). Furthermore, “o contra estos” (“or against them”) was left out, since this aspect fits
the broader meaning discussed in IATE895987. This definition should only include illegal acts
executed through computers. Lastly, | also adapted the capital letter at the beginning of the

definition.

IATE provides three equivalents: ciberdelito, delito cibernético and delito informatico. These
seem to be correct terms for the concept. As in the case of Dutch, the difference between the
two meanings of computer crime is clearer in Spanish than in English due to the use of different

nouns (delincuencia and delito).

Since computer-related crime and computergerelateerde misdaad are both accepted terms, it
was worth checking for a similar Spanish equivalent. In line with delincuencia relacionada con
los ordenadores, which can be used for the broader meaning, | googled delito relacionado con
los ordenadores. However, this entry only results in 4 hits, which shows that it is not valid as a

synonym for ciberdelito.

Lastly, | wanted to see which one of the synonyms is used the most. This turned out to be delito

informatico, followed by ciberdelito and delito cibernético.

12 hitp://eur-lex.europa.eu/legal-content/EN/T XT/?qid=1462823728872&uri=CELEX:32013L.0040



http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1462823728872&uri=CELEX:32013L0040
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Google, Spanish sites

Google Scholar, Spanish sites

“ciberdelito” 65,700 259
“delito cibernético” | 35,600 176
“delito informatico” | 114,000 1,090

2.4 CSIRT (ADP04)

CSIRT

Computer Security Incid
IRT

Incident Response Team

CIRT

ent Response Team

Computer Incident Response Team

IRC

Incident Response Center/Capability

CIRC

Computer Incident Response Capability

SERT

Security Emergency Response Team

SIRT

Security Incident Response Team

computercalamiteitenteam

CSIRT

Computer Security Incident Response Team
IRT

Incident Response Team

CIRT

Computer Incident Response Team
SERT

Security Emergency Response Team
SIRT

Security Incident Response Team

responsteam voor computernoodgevallen

equipo de respuesta a incidentes de seguridad informatica

equipo de respuesta ante incidentes de seguridad informatica

CSIRT
IRT

equipo de respuesta a incidentes

CIRT

equipo de respuesta a incidentes informaticos

SERT

equipo de respuesta a emergencias de seguridad
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CSIRT is already extensively discussed in IATE for English, Dutch and Spanish. Furthermore,
the English and Dutch information was updated recently (11.3.2016 and 21.11.2015
respectively) and did not need much adaptation. The Spanish information dates from 11.1.2012

and needed to be consolidated.

2.4.1 Definition of the English term

IATE933803 defines CSIRT as a “service organisation that is responsible for receiving,
reviewing, and responding to computer security incident reports and activity”. This definition
seems to be in line with other definitions for CSIRT on the internet and does not need to be
changed.

CSIRT is the abbreviation for Computer Security Incident Response Team. In addition to these
terms, IATE933803 lists various other synonyms: Computer Incident Response Capability
(CIRC); Computer Incident Response Team (CIRT); Incident Response Centre or Incident
Response Capability (IRC); Incident Response Team (IRT); Security Emergency Response
Team (SERT); Security Incident Response Team (SIRT). Not all of these alternatives are
commonly used, but they all refer to the same concept.

However, there is one term, CERT®, which cannot be used freely, since this is the trademark
name of a Response Team in the U.S. Even so, CERT frequently occurs on the internet without
the registered trademark symbol, which should be avoided. CSIRT is considered the European

equivalent of CERT, and it can also easily be replaced by one of the synonyms mentioned above.

In addition, Computer Incident Response Capability (CIRC) appears almost exclusively as
NCIRC or FedCIRC. The “N” refers to NATO and “Fed” to federal. "Computer Incident
Response Capability (CIRC)" only results in 193 hits in Google, while "Computer Incident
Response Capability (NCIRC)" results in 2,020 and "Computer Incident Response Capability
(FedCIRC)" results in 1,480. This means that those CIRCs only fight against cybercrime on
websites of the NATO or federal instances of the U.S. Therefore, CIRC can be used as a general

synonym, but it is probably better to use another term to avoid any confusion.

It is very difficult to establish an order, since most of the acronyms also appear as part of another
acronym. However, it is clear that CSIRT and Computer Security Incident Response Team are

the terms that are most common.
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2.4.2 Dutch terms

The Dutch definition given in IATE933803 is “team van IT-beveiligingsexperts dat zich vooral
bezighoudt met het afhandelen van computerbeveiligingsincidenten - het levert de benodigde
diensten voor de afhandeling van de incidenten en biedt ondersteuning aan de constituenten om
inbreuken te herstellen”. The reference of the definition was not present, but via Google | found
that the source is Enisa®®, which is very trustworthy. There was no need for change, since the

content of the definition is correct.

IATE933803 suggests two possible synonyms in Dutch, Computer Security Incident Response
Team and its abbreviation CSIRT, which are the exact same English terms. It is mentioned that
Dutch often uses English terms, both the abbreviation and the term in full. Even though this is
true, | wanted to check whether there exists a Dutchified version as well. In Linguee, the term
computercalamiteitenteam was found. It is referred to as a Dutch equivalent of Computer
Emergency Response Team (CERT) and hence CSIRT. Computercalamiteitenteam yields 223
results in Google and is already used in EUR-Lex. This valid Dutchified version should

therefore be promoted as the preferred term over the English term.

Another possible translation, responsteam voor computernoodgevallen, was found in EUR-
Lex. Itis also referred to as a Dutch equivalent of CERT. This term yields 305 results in Google,
but all hits are either a link to the document in EUR-Lex, or a translation website that uses the
sentence from that document. It is therefore likely that responsteam voor

computernoodgevallen is a specific EU term or a one-off translation.

As in the case of English, IATE933803 provides a number of different acronyms and their full
terms that have the same meaning as CSIRT: CERT or CERT/CC, IRT, CIRT and SERT.
Likewise, CERT or CERT/CC cannot be used without mentioning that it is a trademark. It is
also noticeable that fewer acronyms are suggested for Dutch than for English, so it was worth
checking if the other acronyms that are used in English (CIRC, IRC and SIRT) are also used in
Dutch.

“Computer Incident Response Capability (CIRC)” yields 3 hits in Google and is automatically
corrected to “Computer Incident Response Team Capability (NCIRC)”. In English, this term

13 hitps://www.enisa.europa.eu/act/cert/support/quide/files/csirt-setting-up-quide-in-
dutch/at_download/fullReport



https://www.enisa.europa.eu/act/cert/support/guide/files/csirt-setting-up-guide-in-dutch/at_download/fullReport
https://www.enisa.europa.eu/act/cert/support/guide/files/csirt-setting-up-guide-in-dutch/at_download/fullReport
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also appeared in a general meaning, but this does not seem to be the case in Dutch, which means

that CIRC cannot be used as a plausible general synonym.

“Incident Response Center (IRC)” and “Incident Response Capability (IRC)” both result in 0
hits in Google. “Security Incident Response Team (SIRT)” yields 44 results and is the only one
out of the three that can be seen as an extra acceptable synonym.

Accordingly, computercalamiteitenteam is the preferred term in Dutch, followed by the English
abbreviations CSIRT, IRT, CIRT, SERT, SIRT and their full terms. Responsteam voor
computernoodgevallen is exclusively used in EU contexts.

2.4.3 Spanish terms

IATE933803 provides the following Spanish definition: “Organizacion dedicada a la
implantacion y gestion de medidas tecnoldgicas destinadas a mitigar el riesgo de ataques contra
los sistemas informaticos de la comunidad a la que se proporciona el servicio.” This definition
was found in a reliable source and seems to be correct. However, the capital letter and full stop
were adapted.

As in the case of English and Dutch, two synonyms are suggested: equipo de respuesta a
incidentes de seguridad informatica and CSIRT. The original abbreviation has not changed, but
the full term has been literally translated to Spanish. Both terms appear to be correct, but during
my research in EUR-Lex | found that equipo de respuesta a incidentes de seguridad informatica
also frequently occurs with a different preposition: equipo de respuesta ante incidentes de
seguridad informética. The term with “a” yields 5,030 results in Google, while the one with
“ante” only yields 1,340. Nevertheless, they should be considered accepted synonyms, since
they both appear in authoritative sources. A Spanish translation should be promoted over an
English loanword, so equipo de respuesta a incidentes de seguridad informética is the preferred

term here.

In EUR-Lex | also encountered equipos de intervencién ante incidentes de seguridad
informatica as a further alternative, but this term only yields 8 results in Google. Therefore, it

iS not accepted as a valid synonym.
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Unlike in English and Dutch, other possible acronyms are not mentioned here. However, it is
likely that some also appear in Spanish. Enisa®* corroborates that IRT, CIRT and SERT are also
used, together with their full forms equipo de respuesta a incidentes, equipo de respuesta a
incidentes informaticos and equipo de respuesta a emergencias de seguridad. “Capacidad de
respuesta ante incidentes informaticos” -OTAN (Spanish for “NATQO”) only yields 4 results
and shows that this term cannot be used generally in Spanish. "Capacidad de respuesta a
incidentes (IRC)" and “centro de respuesta a incidentes (IRC)” both yield no results. Lastly,
"equipo de respuesta a incidentes de seguridad (SIRT)" also only yields 4 hits and cannot be

considered a valid synonym.

It should also be noted that Spanish does not capitalize the full terms of the abbreviations, since
they are translated and the first letters of the words do no longer correspond with the acronym.

Furthermore, Spanish is a language that, in general, capitalizes significantly less than English.

Hence, for Spanish the preferred translation is equipo de respuesta a incidentes de seguridad
informatica, followed by equipo de respuesta ante incidentes de seguridad informatica, CSIRT,
IRT, equipo de respuesta a incidentes, CIRT, equipo de respuesta a incidentes informéticos,

SERT and equipo de respuesta a emergencias de seguridad.

2.5 HACKTIVISM (ADPQ5)

hacktivism hacktivisme

hacktivismo
hackactivismo

The concept hacktivism was already present in IATE924123 for English and Spanish, but not
yet for Dutch. The information about the English and Spanish terms needed to be consolidated,

while new information needed to be added for Dutch.

14 https://www.enisa.europa.eu/act/cert/support/quide/files/csirt-setting-up-guide-in-
spanish/at download/fullReport



https://www.enisa.europa.eu/act/cert/support/guide/files/csirt-setting-up-guide-in-spanish/at_download/fullReport
https://www.enisa.europa.eu/act/cert/support/guide/files/csirt-setting-up-guide-in-spanish/at_download/fullReport
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2.5.1 Definition of the English term

The current definition in IATE924123 dates from 2005 and defines hacktivism as “the practice
of promoting a political agenda by hacking, especially by defacing or disabling websites”. Most
definitions that | found are more extensive. For example, Hampson (2012, p. 515) states that
hacktivism is not only done for political reasons, but also for social ones. The definition on
Techopedia®® has the same addition: “In contrast to a malicious hacker who hacks a computer
with the intent to steal private information or cause other harm, hacktivists engage in similar

forms of disruptive activities to highlight political or social causes.”

A large number of other websites such as Webopedia'® and Dictionary.com'” also consider this
social aspect. Therefore, it might be stated that there are enough resources to support the

addition of this social element to the already existing definition in IATE.

2.5.2 Dutch term

CELEX:52015IE1058 suggests hacktivisme as a possible Dutch translation. To verify whether
this term is also used in non-EU contexts, the dictionary Van Dale was consulted, which
confirmed the use of this translation. “Hacktivisme” yields 2,170 hits in Google, but only 20
hits in Google Scholar. Nevertheless, this number of results may be considered high enough to
accept hacktivisme as a plausible translation for hacktivism. Linguee and Glosbe were also

consulted, but no other translations were found.

2.5.3 Spanish term

IATE924123 provides the following definition: “Utilizacion no violenta de herramientas
digitales ilegales o ambiguas desde el punto de vista legal (como el robo de informacién o

sabotajes y parodias de sitios web) para perseguir fines politicos.”

First of all, there should be no capital letter at the beginning of the sentence nor a full stop at
the end of the definition. More importantly, however, this definition also does not mention the
social aspect of the term. As was the case for English, this element was added to the Spanish

definition as well. Moreover, “no violenta” (“not violent” in English) was left out of the

15 https://www.techopedia.com/definition/2410/hacktivism
16 hitp://www.webopedia.com/TERM/H/hacktivism.html
17 hitp://www.dictionary.com/browse/hacktivism?s=t



https://www.techopedia.com/definition/2410/hacktivism
http://www.webopedia.com/TERM/H/hacktivism.html
http://www.dictionary.com/browse/hacktivism?s=t
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definition, since it is obvious that computers cannot use physical violence to harm people.

However, | did insert it as a note.

As a Spanish translation, IATE924123 recommends hacktivismo. However, in EUR-Lex there
is only one document that translated hacktivism into Spanish, and the suggested translation there
is hackactivismo (CELEX:520151E1058). | googled both terms to see which one yields the most
results.

Google, Spanish sites Google Scholar, Spanish sites
“hacktivismo” 146,000 824
“hackactivismo” 1,740 15

Even though this research corroborates that hacktivismo is the preferred term, hackactivismo

seems to be an acceptable synonym.

Ultimately, it is also worth mentioning that neither Van Dale (NL-ES/ES-NL) nor the RAE
yield any results for hacktivismo or hackactivismo. This might imply that the term has not yet
been officially introduced into the Spanish vocabulary. If this term keeps occurring in Spanish

texts on a regular basis, it will probably be included in dictionaries in the near future.

2.6 HASHING (ADPO06)

hashing hashing
hashing

Hashing was not yet present in IATE, so this term is a completely new entry. However, there

are some sources available in EUR-Lex.

2.6.1 Definition of the English term

Hashing originally seems to be a mathematical concept involving algorithms. In relation to
computer science, Rouse (2005) defines hashing as “the transformation of a string of characters

into a usually shorter fixed-length value or key that represents the original string”. Furthermore,
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according to Rouse (2005) and Computer Hope!®, hashing has two different functions. Firstly,
it is used to sort and index items in a database, so as to find the items faster with the hashed
key. Secondly, it is used to encrypt data and thus protect the safety of passwords or digital
messages. The latter is the intended meaning in the context of cybercrime. Techopedia®® thereby
adds that the “hashing process ensures that the message is not intercepted or viewed by an

unauthorized end user”.

I did not take the first function into account to form a new definition, since it does not relate to
the subject of cybercrime. Based on the other sources mentioned above, the following definition
was created: “process that encrypts data by transforming strings of characters into a fixed-length

value in order to protect the safety of for example passwords”.

During the research, no synonyms were found for hashing. It seems to be the only term for the

concept.

2.6.2 Dutch term

Since Dutch has a tendency to easily accept English loanwords, it was suspected that the
translation for hashing would simply be hashing. This assumption was confirmed. “Hashing”
yields 14,300 hits in Dutch pages in Google, and 131 hits in Google Scholar, also in Dutch
pages. Furthermore, the available documents in EUR-Lex all kept hashing in the Dutch versions
of the texts. In an attempt to restrict the search entry only to the field of cybercrime, | also
googled the term in combination with “computercriminaliteit”.  “Hashing”
“computercriminaliteit” results in only 317 hits in Google and 1 in Google Scholar. These

numbers are way lower and show that hashing might not be used for computer crime that often.

In search of an alternative translation, | tried several translation sites such as Linguee and

Context Reverso, but no other synonym was found.

2.6.3 Spanish terms

As in the case of Dutch, Spanish also copies the term hashing and does not provide a Spanish
alternative. In EUR-Lex, two documents can be found that use hashing in the Spanish version.
Upon googling the term, however, it was discovered that many hits were related to a sport called

hashing (running and drinking alcohol at the same time). Logically, this sport has the same

18 hitp://www.computerhope.com/jargon/h/hashing.htm
19 https://www.techopedia.com/definition/14316/hashing



http://www.computerhope.com/jargon/h/hashing.htm
https://www.techopedia.com/definition/14316/hashing
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name in English and Dutch, but in those languages it did not yield that many results for the
sport on the first pages. “Hashing” yields 50,600 hits on Spanish sites in Google, while
“hashing” —deporte (Spanish for “sport”) yields 49,100. Nevertheless, the number of hits is still

high enough to consider it a valid Spanish equivalent.

To check whether hashing is frequently used in the context of cybercrime in Spanish, a

99 ¢¢

restricted search entry was also googled. “Hashing” “ciberdelincuencia” yields 156 results in
Google and 4 in Google Scholar. In comparison to the number of results without the restriction,

this is very low.

2.7 ZOMBIE (ADPO07)

zombie zombie
bot bot
zombie computer zombiecomputer

zombie machine
zombi
bot

ordenador zombi

This term is already present in IATE for English and Spanish, but not for Dutch.

2.7.1 Definition of the English term

IATE3503693 defines zombie as “a computer that a remote attacker has accessed and set up to
forward transmissions (including spam and viruses) to other computers on the Internet;
attackers typically exploit multiple computers to create a botnet, also known as a zombie army”.
This definition seems to be correct, although I would remove the second part (“attackers
typically exploit multiple computers to create a botnet, also known as a zombie army”’) and
insert it as a note, since it relates to multiple zombies and is not really part of the definition of a

single zombie.

Three possible synonyms are suggested: bot, zombie and zombie computer. These are valid
terms. Zombie is short for zombie computer, and bot is a plausible synonym. Originally, bot

referred to the malware itself and not the computer, but now the term can be used for both the
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malware and the bot infected computer. During the research, a further alternative was found:
zombie machine. Compromised computer is also suggested in certain sources, but this concept
is much broader then a bot.

To determine which one of the terms mentioned above is the preferred term, their frequency on
the internet was determined. For zombie, bot and zombie machine an additional search term

(“computer”) was added to avoid irrelevant results.

Google, English sites Google Scholar, English sites
“bot” “computer” 50,100,000 598,000
“zombie” “computer” 15,300,000 23,900
“zombie computer” 39,100 345
“zombie machine” 4,930 203
“computer”

Bot clearly has the most hits, but this result reflects both meanings of the term. I did not find a
way to exclude one from the other, since adding additional search terms to avoid results relating
to the actual malware (e.g. “-malware” or “-virus”) could possible also exclude hits where bot

is used to refer to an infected computer. Both meanings are too closely related.

For this reason, zombie should be the preferred term, since this term cannot result in possible
confusion. Bot could then be considered a valid synonym. Zombie computer and zombie
machine are also accepted synonyms, but the difference in frequency between those terms and

bot and zombie is very high.

2.7.2 Dutch terms

The documents that contained zombie in EUR-Lex were not available in Dutch, but one
document that uses zombie network did translate that term as zombienetwerk. This is already a
clear indication that zombie is translated as zombie in Dutch. Furthermore, zombie is a well-
known Dutch translation for the English zombie in the context of a mythical creature. It would
be a logical step to keep that translation for the context relating to computer science as well.

99 ¢

These assumptions are confirmed by Google: “zombie” “computer” in Dutch sites yields

193,000 results.
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While consulting the sources mentioned above, it soon became clear that bot and
zombiecomputer are other synonyms for Dutch. Zombiecomputer needs to be spelled in one
word in Dutch (cf. http://woordenlijst.org/leidraad/6/3), but it also frequently occurs with a

hyphen between “zombie” and “computer”, which is incorrect.

Since an additional alternative was discovered for English, it was worth checking whether
zombiemachine is also used in Dutch. This appears not to be the case. “Zombiemachine” yields
821 results on Dutch sites in Google, but almost all hits use the term in a different context. |

29 ¢¢

tried narrowing it down, but “zombiemachine” “computer” only yields 277 results and the

documents are still not used in the appropriate context.

2.7.3 Spanish terms

The Spanish definition in IATE3503693 is

Ordenador que ha sido infectado de manera remota por un usuario malicioso con algin
tipo de software que, al infiltrarse dentro del propio ordenador manipulado y sin
consentimiento del propio usuario, un tercero puede hacer uso del mismo ejecutando
actividades ilicitas a través de la Red. (zombi, IATE%)

This definition is correct, but should not have a capital letter at the beginning, nor a full stop at
the end. Moreover, the page that is linked as reference no longer exists. On the website of the
Spanish National Cybersecurity Institute?* an alternative definition was found: “aquel que tras
haber sido infectado por un virus es usado por delincuentes para realizar actividades maliciosas

sin el conocimiento de su duefo”.

Two synonyms are given: zombi and ordenador zombi. Both terms are correct. Interestingly,
Spanish has once again converted the English term to a Spanish equivalent. According to Van
Dale (NL-ES) zombi can be written both with “i” and with “ie”, but the Diccionario
panhispanico de dudas of the RAE states that the English spelling with “ie”” should be avoided

in Spanish?2,

20

http://iate.europa.eu/SearchByQuery.do?method=searchDetail &lilld=3503693&langld=&query=zombie&source
Language=en&domain=0&matching=&start=0&next=1&targetL anguages=es&targetLanquages=nl

21 https://www.osi.es/es/actualidad/blog/2012/03/21/es-mi-ordenador-un-zombi.html

22 http://lema.rae.es/dpd/?key=zombie



http://woordenlijst.org/leidraad/6/3
http://iate.europa.eu/SearchByQuery.do?method=searchDetail&lilId=3503693&langId=&query=zombie&sourceLanguage=en&domain=0&matching=&start=0&next=1&targetLanguages=es&targetLanguages=nl
http://iate.europa.eu/SearchByQuery.do?method=searchDetail&lilId=3503693&langId=&query=zombie&sourceLanguage=en&domain=0&matching=&start=0&next=1&targetLanguages=es&targetLanguages=nl
https://www.osi.es/es/actualidad/blog/2012/03/21/es-mi-ordenador-un-zombi.html
http://lema.rae.es/dpd/?key=zombie
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Since bot is a valid synonym for English and Dutch, | wanted to find out whether this term
could also be used in Spanish. “Bot” “zombi” yields 45,400 results on Spanish sites in Google,
and 36 in Google Scholar. The number of hits is certainly high enough to consider bot an

accepted alternative.

2.8 DDOS ATTACK (ADPO08)

DDosS attack gedistribueerde verstikkingsaanval
distributed denial-of-service attack DDoS-aanval
distributed denial of service-aanval

ataque DDoS
ataque distribuido de denegacion de servicio
ataque de denegacion de servicio distribuido

DDosS attack is already present in IATE918800 for English and Dutch, but not yet for Spanish.

2.8.1 Definition of the English term

IATE918800 defines the concept as follows: “attack in which a multitude of compromised
systems attack a single target, thereby causing denial of service for users of the targeted system,
denial of service [ IATE:899307 ]”. This definition is correct, but I find it remarkable that the
reference to the IATE entry of denial of service is simply added after a comma. It looks as if it
is a subordinate clause of the definition. Therefore, this reference was shifted to the field for

notes on the definition.

Furthermore, “a multitude of compromised systems” can be replaced by “botnet”, which is
shorter and has the same meaning. A reference to the IATE entry for botnet (IATE2242284)

was also added as a note to assure that the definition of DDoS attack remains comprehensible.

Lastly, I also added “or a group of people” after “botnet”, since the attack could also originate
from different persons who coordinate their attacks, e.g. the activists of Anonymous.
Accordingly, the new definition is “attack in which a botnet or a group of people attacks a single

target, thereby causing denial of service for users of the targeted system”.
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Two synonyms are suggested: DDoS attack and distributed denial-of-service attack. “DDoS
attack” yields 463,000 hits on English sites in Google and 15,400 in Google Scholar. The full
term, “distributed denial-of-service attack™ results in 241,000 hits in Google and 5,360 in
Google Scholar. Since DDoS attack has almost double the amount of hits, it should be regarded

as the preferred term.

Alternative spellings of distributed denial-of-service attack were frequently found on the
internet. Sometimes the term is written without hyphens or the first letters of the different parts
of the compound are capitalized. However, the spelling as suggested in IATE918800 is
preferred. As was the case for command-and-control centre, the compound here expresses one
idea. Consequently, the spelling with the hyphens is preferable. Even so, nowadays the spelling
without the hyphens is not incorrect. The important thing is to remain consistent within the
same text. Furthermore, it is desirable not to capitalize the spelled-out word. According to
Mudrak (2012), that is only necessary if the abbreviation represents an official name of an

organization or if it is a proper noun.

2.8.2 Dutch terms

The Dutch definition for DDoS attack is “het uitvoeren van een zgn. verstikkingsaanval met
behulp van andermans computer(s)”. This definition does not seem complete.
Verstikkingsaanval is a Dutch equivalent, so this term cannot appear in the definition. It also
does not explain what the attack actually does. Furthermore, “computer(s)” is wrong, since it
should always be plural. A characteristic of a DDoS attack is that it is executed by multiple
computers and not just one. Therefore, an improved definition was looked for. Based on CSBN
(2015)%, | created the following new definition: “aanval door verschillende computers die een
bepaalde dienst (bijvoorbeeld een website) onbereikbaar maakt voor de gebruikelijke

afnemers”.

Gedistribueerde verstikkingsaanval, distributed denial of service-aanval and DDoS-aanval are
the three suggested terms for the concept in IATE918800. These are all valid synonyms.
“Gedistribueerde verstikkingsaanval” only yields 30 results on Dutch sites in Google and 0 in
Google Scholar. "Distributed denial of service-aanval" results in 1,250 hits in Google and 7 in
Google Scholar, and “DDoS-aanval” yields 48,300 and 49 hits respectively. No other

alternatives were found.

2 hitps://www.rijksoverheid.nl/documenten/rapporten/2015/10/14/cybersecuritybeeld-nederland-csbn-2015



https://www.rijksoverheid.nl/documenten/rapporten/2015/10/14/cybersecuritybeeld-nederland-csbn-2015
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Even though gedistribueerde verstikkingsaanval clearly has the least results, it should still be
considered to be the preferred term since a Dutchified version should be promoted. DDoS-

aanval and distributed denial of service-aanval are plausible synonyms.

2.8.3 Spanish terms

EUR-Lex does not contain any document that uses the term DDoS. Consequently, a Spanish
equivalent could not be found there. However, IATE1484647 does already have a Spanish entry
for DoS attack and suggests ataque DoS and ataque de denegacion de servicio. Logically, the
equivalents for DDoS attack should then be ataque DDoS and ataque distribuido de denegacion

de servicio.

A quick internet search confirmed these assumptions. “Ataque DDoS” yields 91,400 hits on
Spanish sites in Google, and 115 in Google Scholar. “Ataque distribuido de denegacion de
servicio” yields 5,290 and 42 hits respectively. However, there seems to be some disagreement
on where to place the adjective “distribuido”. “Ataque de denegacion de servicio distribuido”
yields 4,470 hits in Google and 26 in Google Scholar. Both appear to be possible judging by
the similar number of results. Spanish is a language that accepts that the noun (“ataque”) and
the adjective (“distribuido”) that modifies it are not directly next to each other. Nevertheless,
the phrase is easier to comprehend if “ataque” and “distribuido” are placed next to each other,

which avoids the misinterpretation that “distribuido” might be an adjective to “servicio”.

The English term distributed denial-of-service attack is sometimes used in an explanatory way,
but does not appear on its own in a Spanish text and can therefore not be considered a plausible

synonym.

It can be concluded that ataque DDoS is the preferred term, followed by ataque distribuido de

denegacion de servicio and then ataque de denegacion de servicio distribuido.

2.9 BOOTER SERVICE (ADPQ9)

booter booter
stresser stresser
IP stresser booterdienst

IP booter
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DDoSer stresser
DDoS-as-a-service booter
DDoS-for-hire service alquiler de ataques DDoS

booter service

Booter service is not yet present in IATE for any language, nor does it yield any results in EUR-

Lex.

2.9.1 Definition of the English term

Webopedia?* is one of the only sources that clearly defines booter service: “service offered by
cyber criminals that provides paying customers with distributed denial of service (DDoS) attack
capabilities on demand”. It also refers to an article by Kerner (2013) on eWeek?, which adds
that a booter service does not cost much and that it is hard to shut down. No other definitions

were found.

An alternative for booter service was found in the sources mentioned above: booter. This
shortened term is a valid equivalent for booter service. However, while googling booter, several
other synonyms were found: IP booter, stresser, IP stresser, DDoSer, DDoS-for-hire service
and DDoS-as-a-service. Interestingly, most of these terms do not specifically require the
addition of “service”, but they all represent computer services that execute a DDoS attack for

payment.

Whether booter or stresser is used is a matter of preference. Cloudbooter? states that a “real”
stresser is a legitimate business service to test how much websites can handle. Therefore, people
who use booters to perform DDoS attacks sometimes call those stressers in an attempt to make

their action seem more legal.

To determine the preferred term, the synonyms were compared in frequency on the internet.

Some terms needed to be constricted by the addition “DDoS” to avoid irrelevant results.

24 hitp://www.webopedia.com/TERM/B/booter _services.html
25 http://www.eweek.com/security/how-do-booters-work-inside-a-ddos-for-hire-attack
26 hitps://cloudbooter.com/



http://www.webopedia.com/TERM/B/booter_services.html
http://www.eweek.com/security/how-do-booters-work-inside-a-ddos-for-hire-attack
https://cloudbooter.com/
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Google, English sites Google Scholar, English sites
“booter service” 1,040 6
“booter” “DDoS” 75,500 34
“IP booter” 17,400 0
“stresser” “DDoS” 46,000 16
“IP stresser” 31,100 0
“DDoSer” “booter” 13,600 6
“DDoS-for-hire service” 1,430 6
“DDoS-as-a-service” 3,480 60

These results show that booter is the preferred term, followed by stresser, IP stresser, IP booter,

DDoSer, DDoS-as-a-service, DDoS-for-hire service and lastly booter service.

2.9.2 Dutch terms

Translation sources such as Van Dale, Linguee or Glosbe did not contain a possible Dutch
translation for booter or booter service. Therefore, | entered the English term in Google using
the Dutch language filter. “Booter service” yields 4 results in Google and 0 in Google Scholar.
This is not enough to be considered a valid Dutch term. I also tried “booter dienst”, but that
entry results in only 1 hit. “Booter” “DDoS”, on the other hand, yields 2,310 hits in Google and

1 in Google Scholar, which means that it could be accepted as a Dutch equivalent.

Since the English term has so many synonyms, it was worth checking whether those are also
used in Dutch. “Stresser” “DDoS” yields 1,170 results in Google and 1 in Google Scholar,
which makes it a valid synonym. “IP stresser” yields 263 hits in Google, but the language filter
does not seem to work here, since many results are still in English. There were 0 hits in Google
Scholar. Similarly, “IP booter” results in 162 hits in Google, but many are in English. Google
Scholar also did not yield any results. Therefore, IP stresser and IP booter cannot be considered

plausible alternatives.

For the remaining English synonyms, the outcome was also unsuccessful. “DDoSer” yields 639
results in Google, but seems to be used for persons in Dutch instead of for the service itself.
“DDoS-as-a-service” yields 200 hits, most of which are in English or not relevant, and “DDoS-
for-hire service” only yields 2 results. Accordingly, those three terms are also not valid as Dutch

equivalents.
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During the research, however, a few other possibilities were discovered in different sources.
Huur een DDoS-aanval was found on six different websites, but all published the same article.
Therefore, the term cannot be considered an accepted synonym. “DDoS-aanbieder” has 40 hits,
but once again, most results publish the same article, which does not make the results varied
enough. Lastly, | also encountered DDoS huren. This entry only yields 1 result and is

unacceptable.

The conclusion so far is that only booter and stresser can be used in Dutch, and that no
Dutchified version of the term seems to be in use yet. Due to the relatively low number of
results for the terms in English sites, these results were to be expected for Dutch. The concept
is probably fairly new and still needs to be incorporated into the languages. There are several
articles in Dutch on the internet that consider this topic, but all describe the concept (e.g. “dienst
die DDoS-aanvallen uitvoert” or “DDoS-aanval kopen”) instead of naming it with a specific

term.

Therefore, | would like to propose a Dutchified neologism for the concept: booterdienst. This
is a literal translation of booter service. Since booter is already accepted in Dutch, | found it

logical to use that term, and ““service” was simply translated to “dienst”.

2.9.3 Spanish terms

As was the case for Dutch, no Spanish translation was found for booter. Since there was nothing
to base my research upon, it was decided to see whether one of the English terms is used in

Spanish. As could be expected, most English entries did not yield many results.

Booter and stresser are the only two terms worth mentioning for Spanish. “Booter “DDoS”
yields 2,770 hits on Spanish sites in Google, but 0 in Google Scholar. “Stresser” “DDoS”,
however, yields 16,800 hits in Google and 0 in Google Scholar. Surprisingly, in Spanish
stresser seems to be the preferred term, since it appears much more frequently on the internet

than booter.

During the research, some further possibilities were found: alquiler de ataques DDoS (literally
“the rent of DDoS attacks” in Spanish) and ataques DDoS-como-servicio. “Alquiler de ataques
DDoS” yields 1,110 hits in Google and can be considered a valid synonym. On the other hand,
“ataques DDoS-como-servicio” only results in 7 Google hits and should not be regarded as an

accepted alternative.
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The conclusion here is that stresser and booter can both be used in Spanish texts and that
stresser is the preferred term. Alquiler de ataques DDoS is a valid Spanish equivalent, so there
IS no need to propose a Spanish neologism here. However, the same tendency as in Dutch can
also be seen in Spanish: most websites discuss the subject and describe what happens instead

of specifically naming the concept.

2.10 STEGANOGRAPHY (ADP10)

steganography steganografie
stego
esteganografia

cifra encubierta

IATE891546 suggests two possible English synonyms for this concept, but both only have
reliability 1. There is no information available for Dutch. For Spanish, there is only a definition

and one valid term.

2.10.1 Definition of the English term

EUR-Lex contains one document that uses steganography and a possible definition was found
there: “the ability to hide messages in the "noise” of image or sound files”
(CELEX:52001AE1474). To check whether other definitions of steganography describe the
concept in a similar way, other sources were also consulted. Rouse (2007) defines it as “hiding
of a secret message within an ordinary message and the extraction of it at its destination”.
Furthermore, Techopedia?’ adds that it is “an encryption technique that can be used along with
cryptography as an extra-secure method in which to protect data”. To be complete, I created a
new definition based on the resources previously mentioned: “encryption technique to hide
secret messages within ordinary messages”. Some extra information from the Techopedia

website was added in a note on the definition.

IATE891546 suggests two terms: stego and steganography. Both do not have a reference or a

context field and their reliability is not verified. From the information gathered above, it is

27 https://www.techopedia.com/definition/4131/steganography



https://www.techopedia.com/definition/4131/steganography

43

already clear that steganography is a valid term for this concept. Furthermore, “steganography”
yields 488,000 hits on English sites in Google and 41,000 hits in Google Scholar. To check
whether stego is also used for steganography, the search entry had to be specified to avoid
irrelevant results. “Stego” “hiding” yields 70,400 results in Google and 10,800 in Google
Scholar, which is enough to consider it a plausible alternative. The abbreviation stego is often

used in combination with another noun, e.g. stego-image or stego-text.

Some sources suggest cryptography or encoding as other synonyms, but those concepts slightly

differ in meaning from steganography. As a consequence, no other alternatives were found.

2.10.2 Dutch terms

The Dutch version of CELEX:52001AE1474 translated steganography as steganografie. Van
Dale (NL-EN) confirms this translation, but the term is not present in the other direction (EN-
NL). An internet search corroborates that it is a valid term, with 6,710 hits on Dutch sites in

Google and 24 in Google Scholar.

It was worth checking whether the abbreviation that is used in English also occurs in Dutch.

9 ¢ 2 (13

This appears not to be the case. Several search entries such as “stego” “geheim”, “stego”
“steganografie” or “stego” “boodschap” were googled, but all yield few and mostly irrelevant
results. Very sparsely, a source was found in those results that uses stego as a synonym for

steganografie, but certainly not often enough to make it acceptable in Dutch.

During the research | also came across stegografie, which is an incorrect term for the concept.
It only has 60 hits in Google and 0 in Google Scholar, which means that it is probably a
misspelling of steganografie.

2.10.3 Spanish terms

IATE891546 provides the following Spanish definition:

Complemento de la criptografia que se ocupa de los métodos para ocultar la
informacién cifrada, generalmente dentro de ficheros convencionales (texto,
iméagenes, sonido...). La criptografia modifica los datos para que no sean legibles,
mientras que la esteganografia los toma y los oculta entre otros datos. (esteganografia,
IATE?®)

28 hitp://iate.europa.eu/FindTermsByLilld.do?lilld=891546&Ilangld=es
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This definition is correct content wise, but some other observations are worth a note. First of
all, there is no reference of this definition. I tried searching the source by entering the definition
in Google, but there were 0 results. This might imply that the definition was created by someone
from the DGT department itself. Secondly, the second sentence of the definition should be
inserted as a note and not be part of the actual definition. Lastly, the definition should not start

with a capital letter, nor end with a full stop.

Due to the remarks mentioned above, the definition was replaced by a new one: “ocultacion de
informacidn en un canal encubierto (por ejemplo imagenes, textos o sonidos) con el propdsito
de prevenir la deteccion de un mensaje oculto”. This definition was based on a source from
INTECO (Instituto Nacional de Tecnologias de la Comunicacion)?®, the National Institute of
Communication Technologies of Spain (which is now called INCIBE), but was slightly

adapted.

There is also a note on the definition that says “SYN/ANT: Sin.: cifra encubierta; mensaje
disimulado”. Instead of adding this information in a note, the synonyms should (after

consolidation) also be listed as a term for the concept.

The suggested term in IATE891546 is esteganografia. This term is the valid equivalent for
steganography. It yields 53,700 results on Spanish sites in Google and 374 in Google Scholar.
However, the reference in IATE is “CESID, Glosario de Términos de Criptologia, 1991”. No
link to this reference could be found, and since the source dates from 1991, it was better to
replace it with a more recent source: CELEX:52001AE1474/ES. This document also uses

esteganografia and dates from 2001.

It was also checked whether the synonyms mentioned above (cifra encubierta and mensaje
disimulado) can be used to refer to steganography. “Cifra encubierta” yields 142 hits in Google
and 3 in Google Scholar. In several of these sources it is mentioned that CESID mentioned this
term as a synonym of steganography. The literal English translation is “hidden number”, which
is more specific than the actual meaning, since steganography covers all sorts of messages and
not just numbers. Even so, it can be said that it is an accepted synonym due to the importance

of CESID as a source, but it should be considered obsolete.
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https://www.google.be/url?sa=t&rct=j&q=&esrc=s&source=web&cd=5&cad=rja&uact=8&ved=0ah UKEwijtnfyS
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“Mensaje disimulado” yields 815 results in Google and 6 in Google Scholar, but almost all hits
are not related to steganography. The literal translation in English is “hidden message”, which
has a more general meaning than steganography. Therefore, mensaje disimulado appears in
different, irrelevant contexts that, for example, refer to a wink. As a consequence, this term

cannot be considered a valid synonym.

2.11 DKIM (ADP11)

DKIM DKIM
DomainKeys Identified Mail DomainKeys Identified Mail
DKIM

DomainKeys Identified Mail

DKIM or DomainKeys Identified Mail is not yet present in IATE for any language, but it does
yield 1 result in EUR-Lex.

2.11.1 Definition of the English term

CELEX:32014D0188 is the only document in EUR-Lex that contains the term DKIM and
defines the concept as “an ICT technical specification developed by internet Engineering Task
Force (IETF) that permits a person, role or organisation that owns the signing domain to claim
some responsibility for a message by associating the domain with the message”. Furthermore,

DKIM.org® provides the following definition:

DomainKeys Identified Mail (DKIM) lets an organization take responsibility for a
message that is in transit. The organization is a handler of the message, either as its
originator or as an intermediary. Their reputation is the basis for evaluating whether to
trust the message for further handling, such as delivery. Technically DKIM provides a
method for validating a domain name identity that is associated with a message
through cryptographic authentication.

Based on these two definitions, I created a new definition: “method that allows a person, role

or organisation to validate a domain name identity associated with a message”. Additional

30 http://dkim.org/
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information could be found on Techopedia®’. In a note on the definition, | added that DKIM

was originally created to fight spam.

Both the abbreviation DKIM and the full term DomainKeys Identified Mail can be used for the
concept. “DKIM” yields 431,000 hits on English sites in Google and 2,210 in Google Scholar,
while “DomainKeys Identified Mail” only yields 41,900 hits in Google, and 514 in Google
Scholar. Since the abbreviation clearly results in more hits, it should be considered the preferred

term.

Interestingly, the full term DomainKeys Identified Mail has to be written with “DomainKeys”
in one word. “Domain Keys Identified Mail” results in 9,020 hits in Google and 2 in Google
Scholar, but both search entries try to correct the entry by suggesting “Domainkeys ldentified
Mail”. Even though the suggestion shows that the correct spelling is in one word, it fails to

suggest a fully correct spelling by decapitalizing the ‘k’ of “Keys”.

No other alternatives for DKIM were found during the research.

2.11.2 Dutch terms

CELEX:32014D0188 also has a Dutch version, which copies the English terms DKIM and
DomainKeys Identified Mail. To verify these Dutch equivalents, various translation sources
were consulted. Van Dale (EN-NL) did not have an entry for DKIM or DomainKeys Identified
Mail. Linguee and Context Reverso, on the other hand, both also kept the English terms in their

Dutch translations.

In Dutch sites, “DKIM” yields 7,710 results in Google and 5 in Google Scholar. “DomainKeys
Identified Mail” results in 754 hits in Google and 1 hit in Google Scholar. Overall, the results
are not very impressive, but the numbers are high enough to consider the terms valid synonyms.

As was the case for English, the abbreviation is the preferred term here.

There seems to be no Dutchified equivalent for the concept. Not once did I find a possible Dutch
equivalent during the research, nor did my own attempts (e.g. “domeinsleutels geidentificeerde

mail”) yield any results.

31 https://www.techopedia.com/definition/15545/domainkeys-identified-mail-dkim
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2.11.3 Spanish terms

As was the case for Dutch, the Spanish version of CELEX:32014D0188 also uses DKIM and
DomainKeys Identified Mail. “DKIM” yields 312,000 results on Spanish sites in Google and
242 results in Google Scholar. However, the results in Google Scholar often seem not related
to the context of cybercrime. Therefore, a restriction was added to the search entry in Google
Scholar: “DKIM” “correo” (Spanish for “e-mail”) results in 101 hits and has more relevant
results. The full term, “DomainKeys Identified Mail” yields 5,420 results in Google and 5 in

Google Scholar. These results show that in Spanish, too, the abbreviation is the preferred term.

Linguee suggests correo identificado por clave de dominio as a Spanish translation. However,
this phrase only results in 9 hits on Spanish sites in Google, all of which are directed to Linguee.
When I tried to go directly to the sources mentioned in Linguee, the website was either removed
or did not contain the example sentence. Therefore, correo identificao por clave dominio cannot

be considered an equivalent.

No other valid Spanish equivalent was found. In comparison with the previous terms discussed,

this is rather unusual.

3 CONCLUSION

3.1 TENDENCIES

During the research on the concepts discussed in section 2, a few tendencies were noticed that
are certainly worth mentioning. Firstly, if a concept was already present in IATE, very often
more synonyms were discovered than there had been suggested. This was the case for all three
languages. Most of the time, the most frequent terms were already present, but possible
alternatives that occur less frequently had not yet been included. This might imply that IATE’s
primary concern is to provide their users with the basic information of as many concepts as
possible, by suggesting only one or two valid terms for each concept. Only if more time is
available later on, are the concepts researched more in depth.

Another remarkable phenomenon is that Dutch tends to easily copy the English term, only
adapting it to its own language later on or sometimes not at all. If a Dutch equivalent exists, it

is also very often much less common than the English term. This is a clear indication of domain
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loss for Dutch in the field of cybercrime. A possible explanation could be that all the new
concepts in cybercrime originate as English terms. Furthermore, as previously explained in
section 1.4, language users have become used to seeing English terms appear in their own native
language and, due to the almost expected basic English knowledge, there is no immediate need
for a Dutch equivalent. However, this dissertation promotes the use of a Dutchified term over

the English term, in order to avoid domain loss as much as possible.

For Spanish, a different tendency was noticed. Spanish does not accept an English term as easily
as Dutch does, and will often try to immediately adapt it to a Spanish equivalent. That also
explains why more already existing Spanish equivalents were found in comparison to already
existing Dutch equivalents. For this reason, it can be argued that there is no or very little domain
loss in the field of cybercrime for Spanish. Even so, in recent years Spanish has been more open
to loanwords from other languages, and is starting to accept them more easily. Almost all of the
concepts discussed in section 2 had a Spanish equivalent, but the English term was used as well.
Often, the Spanish language will use a Spanish equivalent and put the English term in brackets.

It was also observed that a Dutchified version of an English term is very often misspelled. Even
though the rules for spelling compounds in Dutch are different from those in English, many
language users copy the English spelling without adjusting the term to the Dutch spelling rules,
or they add unnecessary hyphens. For Spanish, on the other hand, there sometimes seems to be
doubt regarding which preposition needs to be used in full terms of abbreviations. It is not
unusual that two different versions of the same term, each one using a different preposition, are
used on the internet, even though most of the time only one of those is acceptable.

3.2 DIFFICULTIES

Terminological research has proved to be very time-consuming. If the term is not yet fully
incorporated into a language, it is very difficult to find relevant and authoritative sources to
base the research upon. Out of the eleven concepts discussed in section 2, six were not present
in my original choice of concepts. This means that six terms were dropped because of a lack of
appropriate information or because they occurred as a synonym of another (already discussed)
term. 1 did not expect that more than half of the terms would need to be changed. This resulted

in some lost time and frustration during the process.
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Furthermore, EUR-Lex did not always turn out to be a useful source. If the term was relatively
new, it could not be found in the EUR-Lex database, which means that possible translations or
equivalents in other languages were also not present. Moreover, the search engine of EUR-Lex
does not always seem to work as it should. Terms that are put between quotation marks
sometimes yield results that only contain one of the words between the quotation marks. This

is an issue that had better be resolved, as it also resulted in some time loss.

On the other hand, I really learned to appreciate Google Scholar. When EUR-Lex did not
provide an authoritative source, Google Scholar was the first website that was consulted as an
alternative. It contains many published research articles as well as master dissertations from
students all over the world. | found it very interesting to see many different types of sources
appear, and consequently Google Scholar was very often used to fill in the context field of the
records. Moreover, the Techopedia, TechTarget and Webopedia websites proved very useful to
find English definitions in the field of cybercrime. These sources were consulted systematically

for most concepts, if only to corroborate a previously found definition,

3.3 GENERAL CONCLUSION

This dissertation’s goal was to participate in the continuous process of terminological research
on new concepts. The research on the eleven concepts in section 2 was a small contribution to
the field of cybercrime. There is without a doubt room for additional research in this field, since
it continues to develop every day. However, there should not only be research on new concepts.

Concepts that are already present in IATE might also need some consolidation or amplification.

Moreover, for Dutch, domain loss regarding cybercrime clearly poses a challenge. That is why
this dissertation promotes the use of Dutchified terms over English terms in Dutch. On the other
hand, Spanish might need to be careful not to go down the same road as Dutch, and should
continue to create Spanish equivalents instead of following the recent tendency of copying the

English terms.
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